The discovery and study of disinfection by-products (DBPs) of health and regulatory concern in drinking water have often been hampered by the lack of appropriate analytical methods, but, with the new tools and expertise now available to the drinking water industry, there is an opportunity to plug a major gap in our knowledge of the nature and identity of these chemicals. The challenge is that less than half of the halogenated by-products resulting from the chlorination of drinking water have been identified, and even less is known about those produced in waters treated with ozone, chloramines or chlorine dioxide. For the DBPs that have been identified, very little or no occurrence data exist for the unregulated chemicals to document how often a particular DBP is formed and in what quantity. The elucidation of the nature and identity of these byproducts is hindered by two complicating factors. The first is the inherent aqueous solubility of many of these compounds, which renders their efficient extraction from water difficult to achieve. The second is the lack of established identity of specific potential by-products, which complicates targeted analytical approaches. This paper reviews existing and new methodologies that attempt to overcome some of these challenges.
Introduction
Disinfectants by design are strong oxidizing agents, which can react with the natural organic matter (NOM) as well as bromide, iodide and background pollutants in the water prepared for drinking to produce disinfection by-products (DBPs). The analysis of these DBPs provides a serious challenge to researchers because NOM is inherently complex, variable and typically poorly characterized.
*howard_weinberg@unc.edu One contribution of 12 to a Theme Issue 'Emerging chemical contaminants in water and wastewater'. Table 1 . Analytical fractions of major disinfection by-products (DBPs) in drinking water. (THM4, four chlorine-and bromine-containing trihalomethanes; HANs, haloacetonitriles; HKs, haloketones; CP, chloropicrin; CH, chloral hydrate; I-THMs, iodine-containing trihalomethanes;
Cl-HANs, chlorine-containing haloacetonitriles; Cl-HNMs, chlorine-containing halonitromethanes; Br-HANs, bromine-containing haloacetonitriles; Br-HNMs, bromine-containing halonitromethanes; HAA9, nine chlorine-and bromine-containing haloacetic acids; NDMA, N -nitrosodimethylamine;
MtBE, methyl tertiary butyl ether; KHP, potassium hydrogen phthalate; PFBHA, pentafluorobenzylhydroxylamine; LLE, liquid-liquid extraction; SPE, solid-phase extraction; PCR, post-column reaction; GC/ECD, gas chromatography with electron capture detection; GC/MS, gas chromatography with mass spectrometric detection; CI, chemical ionization; IC, ion chromatography; N/A, not applicable.) Onstad et al. (2008) Consequently, the initial starting materials of any chemical reaction with NOM are largely unknown. As a result, fewer than half of the halogenated by-products by mass resulting from the chlorination of drinking water have been identified, and even less is known about the by-products in waters treated with other disinfectants such as ozone, advanced oxidation processes, chloramines, chlorine dioxide, mixed oxidants or ultraviolet irradiation (Weinberg 1999) .
In 1979, the United States Environmental Protection Agency (US EPA) began the first steps towards protecting consumers from exposures to DBPs in their drinking water by regulating the acceptable levels of some of these compounds based upon toxicological data and the availability of analytical techniques to measure them (US Environmental Protection Agency 1979). As the early targeted species were the thermally and chemically stable, volatile, neutral organic halogenated trihalomethanes (THMs), isolation from the aquatic matrix (by purge-and-trap or liquid-liquid extraction (LLE)) and detection (using a gas chromatograph equipped with electron capture detector, GC/ECD) was relatively straightforward. As drinking water treatment plants incorporated new disinfection processes such as chlorine dioxide, ozonation and chloramination, driven, in part, to lower the levels of the regulated DBPs in their finished product, alternative by-products became a concern. However, because DBPs vary in molecular weight, volatility and polarity, no single analytical method can be used for extracting and identifying them all. New methods, including more sophisticated analytical approaches, are necessary to isolate such byproducts from the aquatic matrix and to convert them into a form that permits sensitive detection. Many of the products are unlikely to be suited to gas chromatography-mass spectrometry (GC/MS) analysis, the standby for analysis of unknowns, because some may be too polar, insufficiently volatile or of molecular weight beyond the range of detection (Khiari et al. 1997; Hua & Reckhow 2007) . As long as the molecular weights are low, chemical derivatization can be used to render the target chemicals more amenable to chromatographic separation and detection by GC, but at higher masses in excess of 650 atomic mass units, liquid chromatography has to be examined as an analytical option (Zhang & Minear 2002; Zhang et al. 2004) . Hence, an approach that uses a range of complementary techniques will be necessary to characterize the mixture of DBPs present in drinking water. If more DBPs of health concern are identified through new analytical methods, occurrence data will only be generated on a wide scale if the methods can be disseminated around a large user base. In other words, methods should be developed with the user, such as drinking water utilities and their laboratories, in mind so that they can be used quickly, cheaply and without extraordinarily high skill levels. In the subsequent sections, the discussion of analytical methods used to measure DBPs generated from NOM is restricted to those for which analytical reference standards are commercially available and which have been quantified in real drinking waters. Table 1 lists those DBPs discussed in this paper and summarizes the major attributes of the methods used for their analysis. It is beyond the scope of this paper to address methods developed only for benchscale studies, for broad-screen analyses where confirmation of analyte identity is not possible or for the potential by-products of reactions with micropollutants of anthropogenic origin.
Sample preservation
There are two aspects of sample collection that must not be overlooked if analyte concentration is to be preserved until the sample can be extracted. The prevention of continued formation of DBPs must be achieved by removing residual disinfectant using a reagent that does not change the concentration of any of the species targeted in that sample. Typical residual chlorine quenching agents include salts of ammonia that form chloramines from free chlorine. Their use is appropriate if the presence of chloramines does not change the equilibria established between DBPs and precursor material at the time of disinfectant quenching. An evaluation of the stability of the DBPs examined in each quenched sample must be undertaken before using this reagent in the field. In some cases, a holding time study will determine the maximum length of time and conditions under which samples can be stored before extraction and similarly for the extract. Published methods for the analysis of four THMs (US Environmental Protection Agency 1995a) and nine haloacetic acids (HAAs) (US Environmental Protection Agency 1995b) quench residual chlorine with salts of ammonia but do not specify a reagent for removing chloramines. In fact, there is now some evidence that dihalogenated HAAs can form in chloraminated waters and that ammonium chloride can enhance the process (Hong et al. 2007 ). The quality of the quenching agent must not be overlooked during selection. Some sources of ammonium chloride, for example, contain sufficiently high bromide contamination that residual chlorine can generate hypobromite as well as bromamines that can engage NOM in side reactions after 'quenching' (Cavanagh et al. 1992) . Further stabilization of analytes can occur with pH adjustment as in the case of analytes measured by EPA Method 551.1 (US Environmental Protection Agency 1995a). This prevents base-catalysed hydrolysis of the non-THM analytes among those extracted in this method. Although sulphur-reducing agents were used as disinfectant quenching agents in earlier versions of published methods, they were shown to destroy many of the DBPs these methods were targeting (Bieber & Trehy 1983; Croué & Reckhow 1989) . For those DBPs more commonly produced during chloramination, such as cyanogen halides, iodinated DBPs and nitrosamines, ascorbic acid is usually the quenching reagent of choice, most likely releasing a small amount of ammonia into the water as the ascorbic acid becomes oxidized. For some analytes, it is possible to use this same reagent under somewhat controlled conditions for quenching both chlorine and chloramine as, for example, in the case of a method for the analysis of 35 halogenated volatile and semi-volatile DBPs (Chinn et al. 2007 ). This particular method underscores the need for a deep understanding of the complexities of DBP chemistry in aqueous matrices in order to ensure valid application of analytical methods for accurate quantification of target analytes. In early method development, ascorbic and sulphuric acids were added together and placed in sample collection vials shipped to sampling sites but it was found that the ascorbic acid could degrade in the presence of sulphuric acid prior to the sample event and resulted in not fully dechlorinating samples at the time of sampling. Thus, it was decided to add ascorbic acid to the sample vials that were shipped out and sulphuric acid was added in the field at the time of sampling. Additionally, only a slight excess of the quenching agent should be present so some prior knowledge of expected disinfectant residual is required for the method performance to be assured. Moreover, some of the DBPs obtained during extraction in this method, most notably brominated analogues of trichloroacetonitrile and chloropicrin, are unstable in the presence of even a slight excess of ascorbic acid. Consequently, for their analysis, there is a second analytical fraction using ammonium chloride and sulphuric acid (Krasner et al. 2001; Chinn et al. 2007) .
The previous examples show how the complexities of sample preparation and handling can impact the validity of DBP field occurrence data, which are then highly dependent on having trained sample collectors and strict chain of custody documentation with good channels of communication. Sample collectors must be given a detailed set of instructions that they must read ahead of the sampling event and confirm their understanding. This includes, of course, not rinsing out bottles that contain chemicals for sample preservation. As an aid for collectors, vials and bottles requiring pH adjustment and measurement can have different colour caps. As part of quality assurance, sample pH should be rechecked and adjusted if necessary when returned to the analytical laboratory and all such actions noted on chain of custody documentation. In the absence of defined quality assurance in the field and the laboratory, the data generated from the analysis of micropollutants and especially those DBPs that are subject to stability and preservation issues cannot be guaranteed to be quantitative.
The second control for analyte preservation requires that no degradation of the target DBP occurs during sample holding. In addition to the concerns of induced degradation caused by inappropriate use of quenching agents, some DBPs are biodegradable, most notably dihalogenated acetic acids, aldehydes and acids, and, in the absence of a disinfectant residual after quenching, require a biocide to prevent bacterial regrowth (Brophy et al. 1999 ; US Environmental Protection Agency 1998).
Chlorination by-products
Chlorine reacts with NOM through a variety of mechanisms including electrophilic aromatic substitution, electrophilic addition, oxidation and free radical reactions (Christman et al. 1983 ). It will react with both phenolic and non-phenolic (including both aromatic and non-aromatic) structures in NOM, providing a source for chlorinated by-products produced during disinfection, the first of which were THMs identified in the mid-1970s using headspace (Rook 1974) or purge-and-trap extraction (Bellar et al. 1974 ) both with GC/MS analysis. LLE and GC/ECD were later used and eventually became the routine methods for THM analysis once these chemicals had been identified and confirmed to be among the most prominent of the DBPs formed during the disinfection of drinking water. Ultimately, another seven DBPs in this neutral extract of water were stabilized using ammonium chloride to quench residual chlorine and identified using LLE-GC/ECD. However, this approach is limited to volatile or semi-volatile chemicals with low water solubility and assumes that each species can be resolved on a GC column and that their retention times match those of verifiable standards. A dual-column GC method comparing two stationary phases was developed by Krasner et al. (2001) because some species coeluted on one column (e.g. trichloro-(TCA) and bromochloroacetaldehydes (BCA) on a Figure 1 . Dual-column GC analysis of volatile and semi-volatile chlorination DBPs (see Krasner et al. (2001) for an explanation of the acronyms).
Durabond-1 (DB-1) column) but were resolved on another (e.g. DB-5) as shown in figure 1. As the ECD is not specific among halogenated analytes, confirmation and sometimes resolution might only be achieved by a dual-column method and, in fact, is a required component of EPA Methods 551.1 and 552.2 (US Environmental Protection Agency 1995a,b). The more water soluble the by-products of chlorination, the greater the challenge to isolate them from water. In early versions of methods for THM analysis, pentane was the specified solvent, but, as additional more polar DBPs were identified in chlorinated waters and it became desirable to obtain a larger number of analytes in a single extract, there had to be a shift to a more polar solvent, in this case methyl tert-butyl ether (MtBE), with assistance from a salting-out agent (sodium sulphate). Additional by-products became identified from the chlorination of free amino acids resulting in the formation of aldehydes and nitriles, with subsequent or concomitant chlorine substitution to form chloral hydrate and dichloroacetonitrile, respectively (Trehy et al. 1986 ). Acetaldehyde, most commonly identified as an ozone DBP, can react with chlorine to form chloroacetaldehyde, which in the presence of free chlorine can rapidly react to form chloral hydrate (McKnight & Reckhow 1992) . Species with reactive functional groups, such as HAAs and haloacetaldehydes, have been targeted through the use of derivatization techniques (Chinn & Krasner 1989; Weinberg & Glaze 1997 ) so that they can be rendered more volatile and less polar, making them better candidates for chromatographic resolution and isolation from the aqueous matrix. Nevertheless, all DBPs identified to date collectively account for less than 50 per cent of organic halides produced, leaving uncharacterized large portions that are thought to be non-volatile elute resin with 1.5 ml of MtBE into 2 ml autosampler vial rinse 3 ml solid-phase cartridge with 8 ml methanol transfer the final extract to 100 µl vial insert inside autosampler vial stored at -19°C for 1 h or more 36 l water sample analysis by GC/MS SPE extraction at 6 ml min -1 Figure 2 . Summary of the SPE GC/MS method used for analysing 35+ chlorination DBPs in drinking water using Bond Elute PPL solid-phase resin (Chinn et al. 2007) .
and/or polar and not readily amenable to these techniques of extraction and GC analysis. Some alternative approaches to address these challenges are now presented.
(a) Solid-phase extraction
In order to attempt identification of levels of DBPs too low to be seen using direct extraction and analysis, disinfected water samples can be concentrated by extraction on a solid phase, as demonstrated in figure 2 (Chinn et al. 2007 ) for the isolation of more than 35 DBPs. The challenge with offline solid-phase extraction (SPE) is to minimize the loss of the target compounds during the several hours when the aqueous sample is exposed to the laboratory environment or direct vacuum.
The method of Chinn and colleagues achieved a reasonably high analyte recovery by protecting the extracts from exposure to heat and keeping as headspace free as possible. This was achieved by using 100 μl conical autosampler vials (that hold approx. 300 μl when filled to the top) for storage rather than the typical 2 ml autosampler vials. In order to keep the extracts cool, most autosampler trays have the option for circulating a coolant and, as long as the temperature is kept below 21.0
• C, analyte degradation or volatilization is minimized. An alternative approach is to minimize the number of vials kept on the autosampler tray at any one time. Finally, in this method, it appears that individual analyte concentrations up to 500 μg l −1 do not compromise their sorbent recovery from a typical dechlorinated drinking water.
An alternative methodology for targeting unknown DBPs using a broad-screen approach adsorbs a large volume of aqueous sample after adjustment to pH 2 on XAD-8 over XAD-2, polymeric resins of differing polarity (Richardson et al. 1999) . A maximum ratio of 770 : 1 (v/v) of water to resin was used to maximize the adsorption of organic compounds and to minimize the breakthrough. The columns were eluted with ethyl acetate and residual water removed from the ethyl acetate eluents by addition of sodium sulphate. Concentration of the extracts was by rotary evaporation followed by evaporation with a gentle stream of nitrogen (to a final volume of 1 ml) or freeze drying. This approach is most suited to semi-or non-volatile chemicals, as off-gassing can occur during sample processing.
With the variety of stationary phases now available, including those with hydrophilic functional groups that are unaffected by water, SPE can increase the concentration factor for target analytes by up to 1000, achieving nanogram per litre detection of hitherto undetected DBPs. Furthermore, by using mass spectrometry for halogenated analyte detection, identification is more specific compared with the more commonly used ECD. An application to the analysis of HAAs in water that was adjusted between pH 1.5 and 2.0 used SPE with LiChrolute EN stationary phase, which generated extracts whose analytes were sensitively determined using ion-pair reverse-phase high-performance liquid chromatography (HPLC) and negative ionization electrospray mass spectrometry (Loos & Barcelo 2001) . Quantitation limits were similar to those using LLE GC/ECD but without the need for derivatization.
Another approach to SPE uses a membrane, in the form of a fused silica rod mounted on a syringe device, which is coated with a small volume of sorbent phase onto which organic components of water can partition when the rod is protruded into either the sample or the headspace above it. The process, known as solid-phase microextraction (SPME), has only recently been explored for the analysis of chlorination DBPs; owing to the design of sorbent phases with varying polarities, SPME offers a solvent-free alternative to existing extraction techniques, with the added potential of online monitoring. In the earliest reported application, Sclimenti et al. (2002) employed a carboxen/divinylbenzene/polydimethylsiloxane fibre to sample the headspace of a 5 ml aqueous sample to which sodium chloride (25% by weight) had been added. The targeted DBPs were THMs (including iodinated species), haloacetonitriles, haloketones, halonitromethanes and some miscellaneous compounds, which, with a 30 min adsorption time and a 5 min desorption in a 200
• C injector of a GC/ECD, produced detection limits below 1.0 μg l −1 . In a more recent application, Niri et al. (2008) used the same fibre in the headspace of 20 ml samples containing a 1 per cent salt solution at 35
• C and 2 min contact time for the isolation of THMs and other volatile halogenated hydrocarbons from chlorinated waters. The desorbed analytes were analysed on a GC time-offlight MS instrument whose high sensitivity, fast acquisition rates and powerful deconvolution software were instrumental in achieving the limits of detection for many of the target analytes at an order of magnitude lower than those obtained by LLE.
(b) Derivatizations
In the analysis of the regulated five HAAs, the prescribed US EPA Method 552 indicates the preferred use of acidic methanol for esterification of the extracted acids in preparation for GC separation (US Environmental Protection Agency 1995b). Although this approach has been extended in EPA Method 552.3 (US Environmental Protection Agency 2003) for the determination of the nine chlorine-and bromine-containing HAAs using MtBE to allow for higher derivatization temperatures, high conversion of the bromine-containing species to their ester counterparts had been previously demonstrated with diazomethane (Brophy et al. 1999) . This latter method can be extended for the analysis of 3,3-dichloropropenoic acid (Weinberg et al. 2002) and some of the iodinecontaining acids (Weissbach & Weinberg 2007) . Methylation with either diazomethane or boron trifluoride in methanol has been used for carboxylic acids and 12 halogenated furanones (Kanniganti et al. 1992; Onstad et al. 2008) .
Pentafluorobenzylhydroxylamine (PFBHA) has been demonstrated to be a very effective fingerprinting derivatizing agent for polar aldehydes and ketones (Cancilla & Que Hee 1992; Weinberg & Glaze 1997) and was expanded for the analysis of haloacetaldehydes (Weinberg et al. 2002) . More details are provided on this technique in §5 describing ozonation.
(c) Gas chromatography-mass spectrometry analysis
Although GC has been the traditional separation technique of choice for chlorination-generated DBPs, it is limited by each of the three major hardware components. The target analytes that are usually concentrated either in a solvent or on a resin need to be volatilized so that they enter the carrier gas in their vapour state. Although derivatization can be used to generate a more volatile product than the parent DBP, the injected analytes must still have vapour pressures that are compatible with the temperature limitations of the injection port, analytical column and detector. This means that DBPs or their derivatives with boiling points in excess of 200
• C are the least amenable to GC analysis. Another limitation of the technique is that multiple analytes are collected in a single extract and some of the components in that extract may be thermally labile, causing them to degrade before they enter the chromatographic column. Trihalonitromethanes fall into this category (Chen et al. 2002) and should be introduced into the injection port of a GC at a temperature no higher than 140
• C. While this might limit the method to the analysis of those analytes that are more stable, there is also the possibility that the degraded compound could generate one of the other analytes in the fraction, leading to a false-positive bias. An example would be the generation of tribromomethyl radicals from bromopicrin in the injector port, which together with an abstracted hydrogen atom from the injected solvent would generate bromoform. Nevertheless, many low-molecular-weight volatile and semi-volatile DBPs have been identified using GC/MS and high-resolution GC/electron ionization (EI) MS operating at an accelerating voltage of 8 kV and 10 000 resolution. This is an extremely powerful tool for broad-screen analysis of DBPs generated from the treatment of different drinking waters prior to tentative identification (Weinberg et al. 2002) .
The primary analytical technique for quantitation of regulated DBP analysis is GC/ECD since the use of GC/MS is sometimes limited. For example, errors can occur when using single ion monitoring (SIM), the most sensitive technique once target ions associated with the DBP are identified, due to the scan speed. During the acquisition of ions, the dwell time for each charge-to-mass (m/z) measurement must balance sampling the ion population with collecting as many data points per eluting peak as possible. Richardson (2002) determined that, by setting a residence time of 50 ms per m/z measured and allowing time for the magnet to switch to the next mass, the scan time of 2.17 s/scan only permitted five to eight data points per chromatographic peak, too few for an accurate measure of integrated peak area. This is a challenge when attempting to measure a large number of analytes in a single chromatographic run, especially if resolution for some of them is not complete. One approach to offset this is to target different quantitation masses for the coeluting or closely resolved peaks, assuming that the targeted ion for one of the analytes is either not present or negligible in the spectra of the chromatographically coeluting analytes. For example, chloropicrin can be targeted at m/z = 117 while bromodichloroacetonitrile, a coeluting species, can be targeted at m/z = 108.
A slightly different approach from using GC/MS for volatile DBP analysis is the use of a solvent-free extraction technique such as purge-and-trap or SPME. The latter technique was discussed briefly earlier and has not been widely used for DBP analysis. On the other hand, purge-and-trap techniques have been published and applied to the extraction of non-polar volatile DBPs such as THMs using a process similar to that depicted in figure 3 . An inert gas is bubbled through the aqueous sample and vaporizes the volatile constituents, which are then trapped on an adsorbent such as Tenax or activated charcoal and condensed. The retained components are then rapidly desorbed into the injection port of a GC for analysis. The technique, which can be fully automated and interfaced with a mass spectrometer, is also appropriate for the analysis of the iodinated THMs and others listed in table 1. A variation of this technique is that of closed-loop stripping (CLS) in which a gas is continuously circulated (up to 90 min) through the aqueous sample (typically heated to 60
• C) and through a trap containing a very small amount of activated charcoal. The volatiles, trapped on the charcoal, are extracted with 50-100 μl solvent by forcing it backwards and forwards through the charcoal. Although CLS has been used extensively for taste and odour analysis, it is much more time intensive than purge-and-trap analysis, and, since the development of SPME, has not been widely used for DBP analysis.
(d) Liquid chromatography/mass spectrometric analysis
Among the known chlorination by-products, some, such as HAAs, are sufficiently polar that they have to be derivatized before being analysed by GC. LC is more amenable to the analysis of polar hydrophilic DBPs in water owing to the ability to differentiate species based on their polarity indices using chromatographic systems with wider choices of stationary and mobile phases. Liquid chromatography/mass spectrometry (LC/MS) is also not limited by analyte molecular weight, thermal lability or volatility, yet few DBPs are measured using this technique. Part of the challenge is to isolate trace levels of DBPs in a drinking water matrix where the salt content is several orders of magnitude higher. Nine HAAs were successfully isolated from drinking water by SPE and, using ion-pair HPLC with negative ionization electrospray MS, were detected without the need to derivatize the target analytes (Loos & Barcelo 2001) . More recently, a chlorinated drinking water containing background levels of bromide of less than 100 μg l −1 was evaluated for bromine-containing haloacids after extracting 1.7 l at a pH below 0.5 by LLE using MtBE. The extract was roto-evaporated with acetonitrile down to a final volume of 1 ml after mixing with deionized water and then initially analysed at charge-to-mass ratios of 79 and 81 (representing the formation of bromide ion) in the ion scan from an electrospray ionization (negative potential) triple quadrupole MS. By adjusting the cone voltages, it was found that lower collision energies were required for generating the bromide ion than for chloride (Zhang et al. 2008) .
Chloramination
Although chloramination is widely practised by allowing a short contact time with free chlorine before the addition of ammonia, there have been some demonstrated by-products associated with this process that are distinct from those found when using chlorine alone, most notably N -nitrosodimethylamine (NDMA) (Mitch et al. 2003) . Moreover, if ozone is used as a pre-oxidant, in the USA it is more likely to be followed by chloramination than by the use of a free chlorine disinfectant. This combination of processes can change the dynamics of DBP formation as demonstrated by the following examples. Ozone can produce formaldehyde and acetaldehyde, which, provided there is no subsequent biofiltration, can react with chloramines to form cyanogen chloride and dichloroacetaldehyde, respectively, as secondary by-products (Pedersen et al. 1999; Krasner et al. 2006) . Because chloramine is a much weaker oxidant than chlorine, the rates of its reaction with precursors are different from those of chlorine, which in turn affects the pathways of DBP formation. For example, whereas chlorine will rapidly oxidize iodide to iodate, which is 'inert' to further reaction, chloramine can engage iodide in a series of reactions with NOM to produce iodine-containing DBPs (Bichsel & von Gunten 2000) . The concentrations of these DBPs can be very much reduced if chloramine is preceded by ozonation, since the latter will rapidly oxidize iodide to iodate. Dihalogenated HAAs (Hong et al. 2007 ) and halonitromethanes (Krasner et al. 2006) are among the other DBPs associated with chloramination.
(a) Mass spectrometry
Given that many of the DBPs associated with chloramine have elevated levels of geno-and cytotoxicity compared with chlorination by-products (Plewa et al. 2008) , there will most likely be a push to reconsider the list of DBPs for which maximum contaminant levels (MCLs) are established. Most of the identified chloramination by-products are routinely measured by GC/ECD analysis and, as highlighted earlier, unless dual-column methods are applied, the identity of detected species can be wrongly attributed. Even with a dualcolumn method, there may be unknown DBPs or other chemical artefacts that could coelute with a target species creating false-positive quantitations. The use of MS detection provides an additional dimension for analyte identification, and, although not full proof, should be considered as a tool for analyte confirmation, especially during this age of more accessible instrumentation. In most cases, MS is less sensitive than ECD, which necessitates a higher degree of analyte concentration, as illustrated in the analysis of bromoiodoacetamide, observed in some chloraminated waters (Weinberg et al. 2002) , in which GC/ECD was compared with GC/EI-MS (SIM). A particular focus for GC/MS methods has been placed on identifying nitrosamines at low to sub-nanogram per litre levels. One of the earliest publications in this area was for the development of a highresolution GC/MS method (Taguchi et al. 1994 ) and later one employing chemical ionization (Yoo et al. 2000) . A more sensitive method developed by Cheng et al. (2004) used Ambersorb to achieve minimum reporting levels (MRLs) of 2 ng l −1 for multiple species including NDMA and N -nitrosopiperidine. Zhao et al. (2006) used SPE with LC/MS/MS and identified a new nitrosamine (N -nitrosodiphenylamine) in chloraminated drinking water, which had been missed in GC analysis owing to its thermal instability. Some of the MRLs using this approach are not yet as low as those achieved by GC/MS, but with the availability of higher-capacity solid phases and more sensitive instrumentation, LC/MS is becoming a viable option for analysing some of the more polar DBPs.
Membrane introduction MS uses online pre-concentration through a silicone tube separating the aqueous phase from the ion-trap MS operated in EI mode for cyanogen halides, haloacetonitriles and chloropicrin (Yang et al. 2007 ). Chloramines are pre-concentrated on the membrane material before thermal desorption (Riter et al. 2001) . This technique has also been used to analyse for volatile DBPs formed in swimming pools, where the chlorine disinfectant has reacted with organic nitrogen in the pool to form inorganic chloramines and organic by-products (Li & Blatchley 2007) .
Ozonation
Reactions of NOM in drinking water with ozone introduce additional challenges to DBP analysis owing to a multitude of possible reaction pathways. In water, molecular ozone, a highly specific oxidant, can decompose to form hydroxyl radicals, which react very quickly with many dissolved species (von Gunten 2003a,b) . The relative importance of molecular ozone and hydroxyl radicals is dependent on the precise aqueous chemistry. Therefore, poor characterization of starting materials is further complicated by the typically poor predictability of the significance of precise reaction pathways. The combination of these factors renders the prediction of the chemical products of drinking water ozonation a challenging task, and in the case of ozone less than 40 per cent of its by-products in drinking water, as measured by assimilable organic carbon, have been identified (Weinberg & Glaze 1997) . The elucidation of the nature and identity of these ozonation by-products is hindered by two complicating factors. The first is the inherent aqueous solubility of many of these compounds, which renders their efficient extraction from water difficult to achieve. The second is the lack of established identity of specific potential by-products, which complicates targeted analytical approaches. These challenges can be overcome, to some extent, by using methods involving aqueous functional group-specific derivatization reactions. These procedures enhance the extractability of the analytes and provide an analytical 'flag' for the specific compound classes. Derivatized compounds are extracted by LLE or SPE and, in some cases, after further derivatization, analysed by GC/ECD or GC/MS.
Aldehydes and ketones are two classes of organic chemicals known to be formed as by-products of drinking water ozonation (Weinberg et al. 2002) . However, current methods of analysis are highly limited in their ability to distinguish between specific compounds. The method currently supported by the US EPA incorporates an aqueous-phase derivatization of the carbonyl groups of aldehydes and ketones, which is achieved by the nucleophilic addition of PFBHA to form an oxime, as depicted in figure 4 , which is selectively extracted and analysed by GC/ECD (Sclimenti et al. 1990; US Environmental Protection Agency 1998) .
By adding a large hydrophobic moiety, PFBHA selectively renders the target DBPs much more extractable from water. Furthermore, it provides a highly detectable and identifiable moiety that is sensitive and characteristic to both electron capture and MS detectors. In the EPA version of this method (US Environmental Protection Agency 1998), specific species' identification relies on the comparison of GC peak retention time with authentic analytical standards taken through the same method, which has the inherent issue of analyte misidentification. In fact, the issue is exacerbated in this method because of the formation of stereoisomers, some of which resolve from each other and some of which do not. As quantitation is performed through a calibration produced external to the sample matrix, it is possible that the relative proportions of stereoisomers could be different for the same aldehyde concentration in each matrix. Although the method uses a surrogate standard to identify any potential matrix impacts on method performance, it may not capture all these subtleties.
An adaptation of this method using chemical ionization ion-trap MS has been responsible for identifying new ozonation by-products because a molecular ion specific to the oxime product of derivatization is generated. In this category, dimethyl glyoxal, trans-2-hexenal and haloacetaldehydes were determined (Weinberg et al. 2002) . For multifunctional by-products, PFBHA can be used in conjunction with additional moiety-targeted reactions. In this class, aldo-and ketoacids are first extracted as their oximes from water and the MtBE extract reacted with diazomethane to generate the methyl ester (Weinberg & Glaze 1997) . Silylating agents have been employed for targeting hydroxylcontaining molecules (Weinberg & Glaze 1997) and epoxides (Khan et al. 2006) , the latter suspected of being transition by-products associated with ozonation.
2,4-Dinitrophenylhydrazine (2,4-DNPH) has been used to target multifunctional carbonyl-containing compounds, which can then be analysed by LC/MS (Zweiner et al. 2002) . In this way, using collisionally induced dissociation mass spectrometry, aldehydes and ketones of the same molecular mass could be distinguished (Richardson 2002 ).
Highly fluorinated chloroformates were shown to effectively convert a variety of polar low-molecular-weight compounds in water into more easily extractable derivatives that contained fingerprint moieties that made them easier to identify in negative chemical ionization MS. Carboxylic acids, alcohols (including phenols) and amines were converted into the corresponding esters, carbonates and carbamates, respectively, and in bench-scale ozonation of humic acids, new byproducts were identified using this technique. These were malic acid, tricarballylic acid and 1,2,3-benzenetricarboxylic acid (Vincenti et al. 2005) .
(a) Solid-phase extraction Aldehydes have been successfully isolated as oximes (after derivatization with PFBHA) in the headspace of aqueous samples by use of a divinylbenzenepolydimethylsilane SPME fibre inserted directly into the injection port of a GC with ECD. Detection limits can be an order of magnitude lower than those obtained by LLE, although fewer analytes have to date been evaluated using this technique (Cancho et al. 2001 ) and the MRLs are very much influenced by the background aldehyde levels in the blanks.
(b) Mass spectrometry LC/MS tools have been used to attempt characterization of the highly polar DBP fraction believed to be a major component of the unidentified assimilable organic carbon generated by ozone. Richardson et al. (1999) described the development of a 2,4-DNPH derivatization using C18 SPE followed by LC/ESI-MS for identifying highly polar carbonyl DBPs in drinking water. Highly polar uncharged carbonyl compounds were isolated from salts that would otherwise interfere with the electrospray process, and low concentrations of analytes could be concentrated and measured. Using a gradient LC programme, aldehydes were easily distinguished from ketones both by their different chromatographic behaviour and by the presence of a key ion in the collision-induced dissociation mass spectra. One new DBP, 1,3-dihydroxyacetone, along with other highly polar DBPs (including pyruvic acid, glyoxylic acid, ketomalonic acid, 5-ketohexanal, 6-hydroxy-2-hexanone) were identified in drinking waters treated with ozone.
(c) Ion chromatography
Bromate is most often identified as a DBP resulting from the reaction of ozone with bromide (von Gunten 2003b). Early methods used ion chromatography (IC) with conductivity detection and selective pre-treatment to remove chloride for achieving limits of detection in the 5-10 μg l −1 range (Kuo et al. 1991) . With the need to reach one to two orders of magnitude more sensitivity, procedures were developed that used multiple injections and pre-concentration (Hautman 1992) , electrospray IC (Charles et al. 1996) or offline derivatization GC/MS (Nyman et al. 1996) , which converts the target compound to another easily detectable species. Unfortunately, these methods use several reaction steps involving multiple chemicals, some of which are toxic. Chlorpromazine is one such reagent that was used in an IC post-column reaction (PCR) method achieving bromate detection down to 5.0 μg l −1 (Walters et al. 1997) . In a highly sensitive approach, a high-capacity anion exchange column was used, allowing larger injection volumes of samples to be loaded (Weinberg & Yamada 1998) . The resolved oxyhalide species first pass through a conductivity detector and then undergo PCR with sodium bromide in the presence of nitrous acid. The acidic conditions are generated from sodium nitrite via a chemical suppressor unit. A stable and highly chromophoric tribromide species is formed and detected by UV at 267 nm. The commonly occurring anions in typical drinking water samples (i.e. chloride, sulphate, phosphate and nitrate) are invisible to the UV detector and so it is not necessary to employ chloride removal techniques or pre-concentration to achieve sensitive measurements. This approach was used to determine the presence of low levels of bromate in hypochlorite used for chlorination and suggested that lowering the MCL for this DBP to meet prescribed cancer risks could not be achieved with the current level of contamination in the commercially available disinfectant (Weinberg et al. 2003) . EPA Methods 317.0 and 326 were built on this approach, the former using o-dianisidine, a potential human carcinogen (US Environmental Protection Agency 2001), and the latter a catalysed PCR with potassium iodide (Wagner et al. 2002) . IC has also been used in conjunction with inductively coupled plasma-mass spectrometry (ICP/MS) by using large injection volumes to achieve sub-microgram per litre detection of bromate (Heitkemper et al. 1994) . However, this type of instrumentation is expensive to acquire as well as to maintain. When IC is coupled with negative ion ESI-MS, limits of detection for oxyhalides are in the range 0.05-1 μg l −1 after pre-treatment to remove salts present at one to two orders of magnitude higher concentration (Roehl et al. 2002) .
IC is also used for the analysis of low-molecular-weight carboxylic acids with suppressed conductivity detection. Using a high-capacity ion exchange column, sensitivity of detection can reach 10-20 μg l −1 for formic, propionic, acetic and oxalic acids (Kuo 1998) . Many of the acids elute close to the water 'dip' at the front end of the chromatogram, and so the development of higher-resolution columns has permitted better separation of these acids as well as the inclusion of glycolic acid. Their separation from the typical anions present in water at two to three orders of magnitude higher concentrations and even some of the aldoand ketoacids was achieved by this technique but sensitivity is not as low as for those methods already described that use derivatization with LLE GC/ECD. The interface of IC with ESI-MS may expand its evolution as an approach for studying additional acidic or basic DBPs in drinking water.
Conclusions
Approaches to DBP analysis have traditionally focused on those species amenable to solvent extraction and analysis by GC, with perhaps some manipulation of sample pH and/or conversion of polar functional groups into moieties that enhance isolation from the aquatic matrix and enable detection by a non-specific but low-priced detector. The literature is awash with descriptions of exotic technologies to lower detection limits or simplify sample handling, but, other than the use of MS detection after the handling of large volumes of samples to meet sensitivity limitations, there is no widespread use of new techniques to help elucidate the identity of the missing DBPs. Instead, broad-screen assays using large sample volumes that identify potential 'new' DBPs at nanogram per litre concentrations with high cyto-or genotoxic properties have pushed the use of existing analytical approaches to grow ever more sensitive and precise. The recognition that insufficiently specific detectors such as ECD cannot adequately confirm the presence of a DBP continues to drive the need for MS detection and higher quality control of the whole sample and data collection process. Drinking water is a highly challenging matrix to analyse confidently owing to the presence of chemicals that can affect analyte stability and the sometimes questionable effectiveness of extraction and analysis. The more a sample can be analysed without human contact, the less prone to contamination and imprecision the approach will be, and many of the newer techniques described in this paper offer promising approaches in this direction.
